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1.1

1.2

1. Introduction

Purpose of this Document

The purpose of this document is to explain the steps required for Configuration and applying best
practices in cluster mode for

. Weblogic Version 12.2.1.4.0

JDK 1.8.0_241

WebLogic Server Overview

This section of the document provides brief explanation on the main components involved in
WebLogic server

Domain

A domain is the basic administration unit for WebLogic Server instances. A domain consists of
one or more WebLogic Server instances (and their associated resources) that is managed with a
single Administration Server. Multiple domains can be defined based on different system
administrators' responsibilities, application boundaries, or geographical locations of servers.
Conversely, a single domain can be used to centralize all WebLogic Server administration
activities.

Each WebLogic Server domain must have one server instance that acts as the Administration

Server. Administration Server can be used via the Administration Console or using the command
line for configuring all other server instances and resources in the domain.

WebLogic Domain Structure

’rWebLogic Domain

Cluster1
server b server
Managed
o Clusterz

Administration Tools

Managed Managed Managed
WebLogic Server System Sorver Server St Server
S S
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Administration Server

A domain includes one WebLogic Server instance that is configured as an Administration Server.
All changes to configuration and deployment of applications are done through the Administration
Server. The Administration Server provides a central point for managing the domain and
providing access to the WebLogic Server administration tools.

These tools include the following:

e WebLogic Server Administration Console: Graphical user interface to the Administration
Server.

e WebLogic Server Node Manager: A Java program that lets you start and stop server
instances - both Administration Servers and Managed Servers - remotely, and to monitor
and automatically restart them after an unexpected failure.

Admin server start mode needs to be configured as Production Mode.

Managed Server

In a domain, server instances other than the Administration Server are referred to as
Managed Servers. Managed servers host the components and as sociated resources that
constitute your applications—for example, JSPs and EJBs.

When a Managed Server starts up, it connects to the domain's Administration Server to obtain

configuration and deployment settings. In a domain with only a single WebLogic Server instance,
that single server works as both the administration server and managed server.

1-2 ORACLE



Node Manager

The Managed Servers in a production WebLogic Server environment are often distributed across
multiple machines and geographic locations.

Node Manager is a Java utility that runs as separate process from WebLogic Server and allows
you to perform common operations tasks for a Managed Server, regardless of its location with
respect to its Administration Server. While use of Node Manager is optional, it provides valuable
benefits if your WebLogic Server environment hosts applications with high availability
requirements.

If you run Node Manager on a machine that hosts Managed Servers, you can start and stop the
Managed Servers remotely using the Administration Console or from the command line. Node
Manager can also automatically restart a Managed Server after an unexpected failure.

Machine

A machine in the Weblogic Serve context is the logical representation of the computer that hosts
one or more Weblogic Server instances(servers). The Admin Server uses the machine definitions
to start remote servers through the Node Managers that run on those servers. A machine could
be a physical or virtual server that hosts an Admin or Managed Server that belongs to a domain.

Managed Server Cluster

Two or more Managed Servers can be configured as a WebLogic Server cluster to increase
application scalability and availability. In a WebLogic Server cluster, most resources and services
are deployed to each Managed Server (as opposed to a single Managed Server,) enabling
failover and load balancing.

The servers within a cluster can either run on the same machine or reside in different machines.
To the client, a cluster appears as a single WebLogic Server instance.

Dynamic Cluster

A dynamic cluster is any cluster that contains one or more dynamic servers. Each server in the
cluster will be based upon a single shared server template. The server template allows you to
configure each server the same and ensures that servers do not need to be manually configured
before being added to the cluster. This allows you to easily scale up or down the number of
servers in your cluster without the need for setting up each server manually. Changes made to
the server template are rolled out to all servers that use that template.

You cannot configure dynamic servers individually; there are no server instance definitions in the

config.xml file when using a dynamic cluster. Therefore, you cannot override the server template
with server-specific attributes or target applications to an individual dynamic server instance.
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When configuring your cluster you specify the maximum number of servers you expect to need at
peak times. The specified number of server instances is then created, each based upon your
server template. You can then start up however many you need and scale up or down over time
according to your needs. If you need additional server instances on top of the number you
originally specified, you can increase the maximum number of servers instances (dynamic) in the
dynamic cluster configuration.

Server Templates

A single server template provides the basis for the creation of the dynamic servers. Using this
single template provides the possibility of every member being created with exactly the same
attributes. Where some of the server-specific attributes like Servername, listen-ports, machines,
etc. can be calculated based upon tokens.

You can pre-create server templates and let Weblogic clone one when a Dynamic Cluster is
created.

When none is available a server template is created with the Dynamic Cluster. The name and the
listen ports are the only server template attributes that you provide during Dynamic Cluster
creation.

Simplified Configuration with Scalability and Elasticity

Simplified Initial Cluster Configuration Simplified Operationsfor Cluster Scale Out

— o — — —
—

—_— o e o o e e e

— o o oy

1.3 Pre-Requisites

In this document, we are going to create a domain with two managed servers. The managed
servers are going to be created on two different physical servers (nodes). Note that, this
document has been prepared based on a test conducted in Linux servers.

This requires Weblogic Server of same version to be installed on both the machines and services
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Environment

2 servers where linux is installed, 1 will be primary where admin console will be running along
with managed servers and the other where only managed servers will be.

Softwares

1) Oracle Weblogic Server 12.2.1.4.0 installed on both the machines under same folder
structure.

2) JDK 1.8 Latest available version installed on both the machines. In this document

JDK1.8.0_241 version is used.

Clock Synchronization

The clocks of both the servers participating in the cluster must be synchronized to within one
second difference to enable proper functioning of jobs otherwise it will lead to session timeouts.

Enable Graphical User Interface (GUI)

Establish a telnet or SSH connection to primary server. Start X- manager (or any similar tool) in
windows desktop. Export DISPLAY environment variable to the machine IP where x-manager is
running.

Syntax: export DISPLAY=<ip-address>:<port> Test using xclock
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2.1

2. Domain Configuration

Domain Creation

Weblogic domain creation and configuration will be done from primary server.

From primary server, launch the fusion Middleware configuration wizard using the command

config.sh available under $WLS_HOME/common/bin directory.

1) Inthe Welcome screen, select “Create a new domain” option. Enter the domain name and

Click on Next.

Configuration Type

= Create Domain
Templates
Administrator Account
Domain Mode and |DE

Advanced Configuration

¥ Configuration Summary

. Configuration Progress

End Of Canfiguration

Help

_ORACLE

FUSIOH MIDDLEWA

What do youwant to do?

# Create a newdomain

Update an existing domain

A

Domain Locatiml: ,f_scratch,fapp,fwi_12c,"user_prqjects,fd0mains;FCUBSDomain

I Browse L

Create a new damain.

2-1

Cancel
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2) Select the required templates from Available Templates and click Next.

Templates ORACLE ' "
FUSION MIDDLEWARE

Create Domain

#: Create Domain Using Product Templates:
) Temp lates

P Template Categories: |All Templates =

R R Available Templates

Basic WeblLogic Server Domain - 12.1.3.0 [wiserver] *

‘Weblogic Advanced Web Services for |AX-RPC Extension - 12.1.5.0 [oracle_common]
Weblogic Advanced Web Services for JAX-WS Extenzion - 12.1.3.0 [oracle_commaon]
Configuration Progress Wehlogic Coherence Cluster Extenzion - 12.1.3.0 [wizerver]

Weblogic [Ax-WS S0AP/IMS Extension - 12.1.3.0 [oracle_camman]

Configuration Summary

)}E\ Advanced Configuration
\r

End 2f Configuration

Create Domain Using Custom Template:

Help < Back Cancel

3) Specify Administrator User Name and Password.

» The specified credentials are used to access Administration console.
» You can use this screen to define the default WebLogic Administrator account for the

domain. This account is used to boot and connect to the domain's Administration Server.
Click Next.
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Administrator Account M
FUSION MIDDLEWARE

Create Domain

Templates

Administrator Account

Advanced Configuration

Configuration Summary

Configuration Progrezs

ok

s

+ Domain Mode and [DE
i)

T

[

End Of Configuration Mame weblogic

Paszwiord [TITTYTTITITT]

Confirm Pazsword | sesssssssss

P

Must be the same as the password. Passwword must contain at least § alphanumeric characters with at least
one number or special character.

HEI.D - Eac.k & ceneel
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4) Select Server Startup as Production Mode and the available JDKs. Click Next.

ORACLE

FUSION MIDDLEWARE

Domaimn Mode and JDE

1 "
Create Domain
T Domain Mode
Templates
o Q.cvclep= ent
Administrator Account
V' Domain Mode and JOK
'Ml.ranced Configuration " UHilize bootproperties for usemame and password,and poll for applicstions to deploy.
I Administration Server feroduction
].lr Hode Manager JOK Rzquire the entry o ausernam & and password.and do not poll for applications to deploy.
CQracle HotSpet 1.7.0_73 fusrfjavafjdkl7.0_73
Lonnfinnrstinn Swmman

o . Other DK bocation:
| Confiruration Progress

End Of Configuration

Help < Bajk l&l _ Cancal
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5) Select the check box adjacent to Administration Server and Node Manager Click Next.

Advanced Configuration ORACLE O‘
FIFS10T1 MIDDLEWARE
T creste Domain 1

TTempla‘DEE

Administrater Accont

% Domain Mode and WK
| Advanced Confienration Igure Node Manager

r adwinatrzion 22 :-Msnaged Sarvers, Chisters and Coherence

r Mode Manaper Add or Delete or Madify Settings

LCnofinration Symmans
Configuration Progress

s End OF Configurafion

Help < fack |§e>c1:-v-| Cancel
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6) Specify the Administration server Listen address and Listen port.

Administration Server ORACLE
FUSION MIDDLEWARE

Create Domain

Templates

Administrator Account

Ciomain Maode and JDE

Advanced Configuration

e 4 I
o) Administration Seeyer Server Mame Adminserver

e

G nATEL: Lizten Address AIILDca\_IAddresses I hi

-_r Configuration Summary Listen Port Z001
Configuration Progress

End Of Configuration Ehiafle 53t -

5L Listen Port | 7101
. A

Port number must be between 1 and 65535, and different from lizten port and coherence port.

Help < Back Cancel

Note: The default Listen port is 7001 and SSL port is 7101. This could be changed to any other available
port. Ensure to make a note, of this port since the same is required for launching the Admin console, post
domain creation.

Note: Check for the port availability using the command - netstat -anp |grep <Port no>

The next screen navigates to NodeManager configuration.

7) Configure Node Manager
Select Per Domain Default Location option from Node Manager Type. And in the Node

Manager Credentials, provide the usernam e and password for the nodem anager Click Next.
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Mode Manager ORACLE .
FUSION MIDDLEW ARE ﬁ )

T Creats Dormain

Templates
. A
I Domain Mode and |
I Mode Manager Twe
T Advancsd Configuration { () F3rQomain Default Location
:& Administration Server PerDomain ustorn Location

V Node Manager

Mode Manager Home:

C _earaFicgua ManualMed= Manapg =3

i ! . -
=Tl <on Summs Mode Manaosr O'edent

Configuration Progress

End Of Configuration

Uzername: wehblagic
Paszsword: I
Confirm Password: A -«]

Must be the same asthe password. Password must contsin at keast 8 alphanumeric characters \WAth at least

one number ar special character.
{la:kl Hext > | l

8) Verify the details and click Create. The domain creation process is initiated and the
progress of completion is indicated.
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Configuration Summary | ORACLE
FUSION MIDDLEWARE
! F
__ll lﬂmﬂnﬂmain * Wiew: |Deployment - Mame Basic WebLogic Server Domain
Description  Create a basic WebLogic Server domais
T 1Ey
r emnlatas B FFLIISDGmajn {seratchfapp fwllZcfuser_projectsf|  , o0 Oracle Corporation
Ldeninicbeator Secnnnt & & Server Location fscrachfappfwilZe fwiserverfcomma
r . [ Adminserver
Domain Mode and 10K
!
1 Advanced Gonfinuration
r Administration Server
Mode Manapger
1{.-"' Configuration Sununary
1" Configuration Frogress
w  End Of Confipuration
¥ 4|
Select Oeateto accept the shove opfions and stan creating and configuring a new domain. To change the
shove configuration before starting Domain Creation,go back to the relevant page by selecting its name in
left pane,orby using the Back button.
Jilslp < fack | Create I Cancel |
[ EEEEEEEE——

9) Click Next.
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Configuration Progress

t Create Diomain
Templates

| Administrater Account

Domain Made andJOK L

Advanced Configuration |
AOMINISIATOA Sener

1" Mada Manznar

K Configuration Summary
1\-'? Configuration Progress
w End Of Configuration

lielp

ORACLE

FUUSION MIDDLEW ARE

o

io0-

Preparing..

Extracting Dormsin Contents. .

Creafing Domain Securty Information..
Sawing the Domain Information..

Storing Domain Information..

String Substituting Diomain Files..
Performing 05 Specific Tasks..
Performing Post Domain Creation Tasks..
Domain Crested Successfully!

| Hext = I

Cancel

10) The Configuration Success message will be displayed as follows:
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Configuration Success

w Configuratbon Success

Help

_ORACLE
FUSION MIDDLEWARE

L Oracle Weblogic Server Configuration Succeeded
New Dormain FCUBS Dumain Creation Successful

Domakn Location
T & f i |

Admin Server URL
it f ¥ 7i rizal

Eimizh I

The Admin Server console URL is as indicated below:

http://<IP address>:<admin console port>/console

. <IP address >: Host on which domain was created.

. <admin console port> : Port specified in Administration Server configuration page.

In this case the Admin Console URL is: https://<serverlhostname>:7101/console

2.2 Pack and Unpack Domain

The domain structure is expected to be copied to the second server during domain creation. To
copy the same, you can use pack and unpack utility provided under $WLSHOME/common/bin.

Pack

Pack domain in primary server:
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2.3

2.4

Ipack.sh -managed=true -domain=/scratch/app/wl12c/user_projects/domains/FCUBSDomain

- template=/tmp/FCUBSDomain.jar -template_name="FCUBSDomain"

Unpack

Unpack FTP FCBUSDomain.jar in binary mode to secondary server under /tmp area and unpack
the domain using unpack utility provided under $WLSHOME/common/bin

Junpack.sh -domain=/scratch/app/wl12c/user_projects/domains/FCUBSDomain

- template=/tmp/FCUBSDomain.jar

Start Admin server

Admin server is started on the primary server. Login to primary server and navigate to folder
$DOMAIN_HOME/bin and execute startWeblogic.sh.

Start Node Manager

Node Manager needs to be started on both the servers. Before starting the node mananger
update ListenAddress to the Hostname/IP Address of the machine in nodemanager.properties
located in folder $SDOMAIN_HOME/nodemanager

To start the node manager login to the servers and navigate to folder $SDOMAIN_HOME/bin and
execute NodeManager.sh
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3. Cluster Configuration

Dynamic Cluster configuration involves below steps

1) Machine Configuration

2) Dynamic Cluster Creation: In a normal WebLogic Cluster you define Managed Server and
add them to Cluster. In Dynamic Cluster, you select number of Servers you want in Cluster and
Server Template you wish to assign to Servers in this WebLogic Dynamic Cluster.

3) Server template modification: Servers (or Managed Server) that are part of WebLogic
Dynamic Cluster will have properties taken from Server Template.

Modify server template for best practices parameters for Dynamic Servers (part of Dynamic
Cluster), you modify Server Template that is applicable to Dynamic Cluster. These settings are

applicable to all the managed servers.

4) Activate Changes which would automatically create the managed servers (as mentioned in
the number of servers required parameter).

Calculate Number of Servers Required:

For every 50 logged in Oracle Banking users require one managed server of size 4GEB. i.e. for
300 logged in Oracle Banking users, it is recommended to have 6 managed servers. Based on
the logged in users that needs to be supported decide on the number of the managed

servers required. This parameter js required later in the dynamic cluster creation.
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3.1 Machines Configuration

1) Login into Admin Console and Navigate to FCUBSDomain - Environment - Machine and

Click New.

ORACLE webLogic Server Administration Consale 12¢

Change Center
view changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Relsase Configuration

Domain Structure

FCUBSDomain -
EF-Environment

~Servers
-Clusters
~Coherence Clusters

i~ Machines

t==Virtual Hosts

Work Managers

~—Startup and Shutdown Classes
~Deployments

BH-Services

—Security Realms
E-Interoperability 5
EF-Diaonostics

How do I... =

« Create and configure machines
« Assign server instances to machines

« Clone machines

2) Enter the

ORATCLE WebLagiz S8aver Adnneksbon Consal U

Chasge Cemles
wicw changes and restarts
Kz parding charga muct. Click t4s Paluums

Welcome, weblogic | Connected to: FCUBSDomain

8 Home Log Out Preferences [22] Record Help
Home >Summary of Machines

Summary of Machines

A machine is the logical representation of the computer that hosts one or more WebLogic Server instances (servers). WebLogic Server uses configurad machine names to determine the optimum
server in a dluster to which certain tasks, such as HTTP session replication, are delegated. The Administration Server uses the machine definition in conjunction with Node Manager to start remote
servers.

This page displays key information about each machine that has been configured in the current WebLogic Server domain.

[ Customize this table

Machines

Click the Lock & £dit button in the Change Center to activate all the buttons on this page.

Mew| [Clone | [Delete Shoving 0to 0 of 0 Previous | Next
Name & Type
There are no items to display
New | [Clone| [Delete Showing 0 to 0 of 0 Previous | Next

machine name and click Next.
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3) Enter the Listen Address and Listen Port (this is the port mentioned in
nodemanager.properties file) and click Finish.
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5) Similarly create a new machine entry for the other server.
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Verifying machine status

Before starting the managed servers, ensure that the Node manager Status of all the machines
are “Reachable”.

In the console, navigate through Domain structure ->Machines ->machinel ->Monitoring >

Node Manager Status. Status should be Reachable.
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3.2 Dynamic Cluster Creation

1) Login into Admin Console and Navigate to FCUBSDomain - Environment - Clusters >

New —>select Dynamic Cluster.
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2) Enter the Cluster Name and Click on Next.

ORACLE webLogic Server Administration Console 12¢

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit
the domain.

Lock & Edit

[ Release Configuration

Domain Structure

FCUBSDomain -
E}-Environment
i Servers
E'Cl\usters

~Server Templates
“Migratable Targets
“Coherence Clusters
“Machines

irtual Hosts

ork Managers

~Startup and Shutdown Classes
Deployments

Services

i-Security Realms

How do L.. =]

« Create dynamic clusters

Configure clusters

Configure server migration in a cluster

Configure cross-cluster replication

Create server templates

&) Home Log Out Preferences [2] Record Help

=Y Welcome, webhgic‘ Connected to; FCUBSDomain
Hame >Machine2 >Summary of Machines >Machinel »Summary of Machines >Machine2 >Summary of Servers >Summary of Machines Machine2 >Summary of Servers >Summary of Clusters

Create a New Dynamic Cluster
Back | | Mext ‘ Finish |§ Cancel |

Specify Cluster Identity and Properties

The folloviing properties will be used to identify your new dynamic cluster and specify how cluster members should communicate with each other to coordinate work.
* Indicates required fields

What viould you like to name your new dynamic cluster?

AR | FCUBSCluster I

Clusters use messaging for sharing session, load balancing and failover, JM5, and other information between cluster members. Clusters can use either unicast or multicast messaging. Multicast is a
simple broadcast technology that enables multiple applications te subscribe to a given IP address and port number and listen for messages, but requires hardware configuration and support. Unicast
does not have these requirements. What messaging mode should this cluster use?

Messaging Mode:

Unicast v
Unicast Broadcast Channel:
Multicast Address: 239.192.0.0
Multicast Port: 7001

Back Finish | || Cancel |
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3) Enter the number of dynamic servers you want to configure, enter the server name prefix and

click on Next.

ORACLE webLogic Server Administration Console 12¢

Change Center
view changes and restarts

No pending changes exist. Click the Release
Configuration butten to allow others to edit
the domain.

Lock & Edit

Release Configuration

Domain Structure
FCUBSDomain -
EbEnvironment

t-servers

t--Server Templates.
- Migratable Targets
Coherence Clusters

t--Startup and Shutdown Classes
~Deployments
[H-Services

@ Home Log Out Preferences Record Help |L.& w:lomne,webloqic‘ Connected to: FCUBSDomain

Home >Mzchine2 >Summary of Machines >Machine1 >Summary of Machines =Machine2 >Summary of Servers >Summary of Machines =Machine2 >Summary of Servers >Summary of Clusters

Create a New Dynamic Cluster

Cancel |

Back | | Next| ‘ Finish | ‘
Specify Dynamic Server Properties
The following properties will be used to specify the size and characteristics of your new dynamic cluster.

How many dynamic servers will you need at peak load?

Number of Dynamic Servers:

What naming convention viould you like to use for new dynamic servers in this cluster?

| FCUBSMS I

Server templates are used to configure the characteristics that are commen to all dynamic servers in this cluster. Server templates are unique to a cluster and cannot be shared across clusters, soa
new: server template will be created to support this new cluster.

Server Name Prefix:

| Back Finish | || Cancel

—Security Realms

How do I... =]

4) Select Machines that participate in domain, in this case all machines will be part of the
domain, select Use any machine configured in this domain and click on Next.
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5) Select the listen port for the first server in the dynamic cluster and then the SSL listener port
for the first server in the dynamic cluster. The subsequent servers will be assigned with an

incremental port number. Click Next.
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6) Summary of new Dynamic Cluster configuration is presented. Click Finish to create.
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7) The Summary of Clusters screens should show the recently created Dynamic Cluster.
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9) Navigate to FCUBSDomain - Environment - Servers tab and 4 new servers are created
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3.3 Managed Server Template configuration

The server template created is modified to apply the below parameters

3.3.1 Logging

The process of log file writing in a Weblogic server can impact the performance. Hence, you need
to keep the logging to minimum in a production environment.

Update below parameters by in Logging Screen

Minimum Severity to log Warning
Log file Severity level Warning
Standard Out Severity level Critical
Domain broadcaster Severity level Critical

1) Navigate to FCUBSDomain - Environment > Clusters

AT AL LSS VWWERLOGIC SETVEer AUMINISTAton LoNsole 14 _
Change Center @ Home Log Out Preferences Record Help ‘ Q Welcome, weblogic | Connected to: FCUBSDomain
view changes and restarts Home =Machine? »Summary of Servers >Summary of Machines >Machine2 >Summary of Servers =Summary of Clusters >Summary of Servers »Summary of Server Templates >FCUBSMSTemplate =Summary of Server
Templates
Pending changes exist. They must be activated
to take effect, Summary of Server Templates
+ Activate Changes
Undo Al Changes This page summarizes each server template that has been configured in the current WebLogic Server domain.
A server template contains common, non-default attributes that you can apply to a set of server instances, which then inherit the template configuration. Server templates enable you to easily
Domain Structure manage configuration for a group of server instances in ene centralized location.

FCUBSDomain

[ Customize this table

Server Templates
‘Server Templates
Migratable Targets Rlany [Eoos) [Dhise Showing 1to1of 1 Previous | Next
MName % Cluster Machine Listen Port Listen Address
FCUBSMSTemplate j FCUBSCluster 7002
New | | Clone | | Delste Showing 1te 1 of 1 Previous | Next

i—Security Realms

How do I... 1=

+ Create server templates

2) Select FCUBSTemplate and naviage to Logging - General

) mome LogOut Preferences 9] Recard Heln QA Weltnme, weblagie | Ceanedied te: FOUBSDomain
clas . srem Temgluten - TOUMLAMEST mm plake
Settimgs bor FOUBSMSTemplate
Configeratice = Protoccls  Logpieg  Oebug  Woles

Gemeral HTTP  Data Sowgs | Diapeostic Images

Save
Use this page 1o define the general logping settings For this semver,

15] Log file name: logt FCUBSHMS Tempiate log

Ratation
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3) Under Advanced Tab, update the below parameters and Click on Save.

™ Advane ed
t®DaiemeatPatlzm: MMM d, VYYY bmmissaz The date format pattern nsed for rendeneg dates in the log. The
: DrateFormetPattern stnng conforms to the speafication of
thejava.text.S mpleD ateformat dass. More Info...
Mimims cerity to logy... s - Themor mum seventy or log messages goong to all log destmabons. By
m Sevenaty: gl wa ming = ) default all RI8sag5 are published  More Info.
lozger severty properties: The conflgurabor ofthe different logger seventies keyed by name The
velues are ane of the predefined Seventy strings namely Emergency Alert,
Cobeal, Error, W armng, Nobee, Info, Debug, Trace. More Info..
log file =
Sacverty vel: Warning = Themmimum severityof log ssages gomg fo the serwr log file By defanlt
all messages goto the: logfile. More Info...
Filter: N The filter configuration for the server log flle. tiore Info-.
LegFole Buffar: ] Gets the underly.ng log buffer s1zelnlalobytes Maore Info..
Standard ocut:

Severity lavel: |Criﬁca! = I

Filter: None =

b AT R ntical i |
Filter: HNone =
Buffer Size: 10

"* Stack Traces to stdout

stdout Stack Trace Dapth: 5

stdout Fomlat: standard

Themimmum seventy of log meszages gotng to the standard out Messages
With a lower seventy than the speofted value Will not be published to
standard cut. Mare Info..

The fllter conflgerabon forlog events bemg sant to the standard out.  More
Infe...

Them lmmum seventy of log messages gomg to the domam log from thls
sener s log broadcaster M essag With a lower sew Entj than the speafied
vale will not be pobllsked to the domale log. lom Info_

The fllter configurabon forlog events bem g sent to the domem log. [lore
Info...

Broadcasts logmessages to the domam log "™ batchmeode. loe Info...

Bpeafl eswhether to dem p stack traces to the console when mdoded m
logged mes=age. (lore Info...

Oetermmes the no of stackirace frames to display oo standard out All

frames are displayed mthe log flle. - 1means all frames are
diSplayed. More Isfo. .

The cutput format to usewhenloggm g to the console.  More Info...
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3.3.2 HTTP Logging

1) FCUBSDomain - Environment - Clusters > FCUBSTemplate - Logging > HTTP >
Uncheck the Access Logs Flag.

i) Home Log Out Prefevences T Record Halp | (@] Welcasne, weblogic | Cennected to! FCUSDoma
biamm > FCURS S Tamplets. «Sumrrary of s Templstss - FCUTSMST snaplate

Settings for FCUBSMSTemplate

Cosfiguation | Frobscsls  Logging  Debug  Hotes

Gemersl  MTTP  CutaSource - Disgnostic Images

Save

U thiss page te confipure HTTF fegging for the senver. By defalt; HTTF bogying i enabled and the server saves HTTP regoests in a separate 1o file; it does not store HTTF reguests in the
perver o file or the demain log file.

| 177 access oo e cnnties |

.-@l,uqﬂrnﬂrm

Endicat et whether this server logs HTTP requesds. [The remaining fields o
thiz page ave relevant enly if you select this check basl}  More Info...

logslaccess log The rame of the log file.  More infa...
Hatation
|ﬂ Ratation type: By Size Criteria for moving old log metsages fo a separate file. - Mare Infoo
Raotation fike sire:

5000 The gaze (L - 2097155 kilshybes ) that triggers the sérver to meve lag
messages to a separabe file, The defasult is 500 klobndes. After the log dile

3.3.3 Stuck Tread Max Time

1) FCUBSDomain - Environment > Clusters > FCUBSTemplate - Tuning, update the stuck
thread max time to 900 and Click on Save.

18 Home Log 0wt Preferences [ Record Help | Q Welcome, weblogic | Cinnected to: FEUBSDoma
phome >ECURSML Tamplets - Summeny of Serem Templte « ECUISMETemplate
Settings for FCUBSMSTemplate

Configuration  Frotecels  Logging  Delsg  Wotes

Gemersl  MTTP DataSource  Disgnostic Imapes

e this page to confipure WTTF logging for the server, By defmult, WTTP bogging i enabled and the server taves MTTF reguests in & separate log file; it does not store MTTF reguests in the
server log file oo the domain log file,

[ #rre access b the cnatiea |

Indicabes whether this serer logs HTTP teguests. [The remaining fields oo
Hhis page are relevant cnly if yoo sefect this chech bast)  Miore Infig.,

|'iﬂ Lo Fille name; Iogs.'acl:w.: hg The name of the log file.  More Infa...
Ratation
7] Retation type: By Size ¥

Criteria f'or moving ol log messages bo a separale e, More Info

Haotation file sire;

5000 The idze {1 - 2097150 kiobyted) thit triggess the server Lo movwe log
messages {0 a separate e, The default s 500 kaickyies. After the log file
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4. Tuning

4.1 General Parameters

PARAMETER VALUE | Navigate To

JTA Time out seconds | 900 Login to Weblogic Server console.

Click on the domain name (ex: FCUBSDomain) which is
under 'Domain Structure'.

Go to Configuration > JTA, parameter and values is found
on the right side panel of console.

Session Timeout 900 Login to Weblogic Server console

Click on Deployments which is under 'Domain Structure'.
Click on the deployed FCJ application from right side
panel.

Click on FCIJNeoWeb from ‘Modules and components’.

Go to Configuration General, the parameter values can be
found here.

4.2 JVM Tuning

This section of the document provides JVM optimization for Oracle Banking Payments Solution.

It is strictly recommended to use 64 bit JWVM for OBPM installation, as 32 bit IVM is
obsolete for enterprise application and imposes a restriction on heap size to 4GB.

The JAVA minimum and maximum heap size needs to be reset for 32 and 64 bit environments.
Both the minimum and maximum heap size is set to 1.5GB and 4GB in case of 32 bit and 64 bit
environments respectively.

How to find whether the JVM is 32bit or 64bit?

Go to $JAVA_HOME/bin directory. Check java version using command ./java —d64 — version 64
bit JVM shows the version details where as 32bit throws an error.
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How to modify the JVM heap parameters?

To change the JVM heap parameters modify setDomainEnv.sh under domain FCUBSCL in both
servers. This file is located at

“$WL_HOME/user_projects/domains/$WLS_DOMAIN/bin” in both the servers.

Use below USER_ MEM_ARGS variable to override the standard memory arguments passed to
java for SUN JDK.

32 bit IDK

USER_MEM_ARGS=""-
Dorg.apache.xml .dtm.DTMManager=org.apache.xml .dtm.ref.DTMManagerDefaul
t

Dorg.apache.xerces.xni .parser.XMLParserConfiguration=org.apache.xerces.
parsers.XML11Configuration -Dweblogic.threadpool .MinPoolSize=100 -
Dweblogic.threadpool .MaxPoolSize=100 —Xms4096M —Xmx4096M -server -
XX:+UseParallelOldGC - XX:ParallelGCThreads=4"

export USER_MEM_ARGS

64 bit IDK

USER_MEM_ARGS=""-

Dorg.apache.xml _.dtm_DTMManager=org.apache.xml _dtm.ref_DTMManagerDefault
- Dorg.a
pache.xerces.xni.parser.XMLParserConfiguration=org.apache.xerces.parser
s.XML11ConFfiguration -Dweblogic.threadpool .MinPoolSize=100 -
Dweblogic.threadpool .MaxPoolSize=100 —Xms8g —Xmx8g -server -d64 -
XX:+UseParallelOldGC -XX:ParallelGCThreads=4"

export USER_MEM_ARGS

Note: Take a backup of the files before modifying the same.
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5. Start Managed Servers

Starting using scripts

Managed Servers can be started by executing startManagedW ebLogic.sh script present in folder
$DOMAIN_HOME/bin

Usage: ./startManagedWebLogic.sh SERVER_NAME {ADMIN_URL}

Eg: ./startManagedWeblogic.sh FCUBSMSL1 https://<hosthamel>/console

Starting using console

Alternatively, login to admin console, navigate to FCUBSDoamin - Environment - Servers

- Control, select the managed servers to be started and click on Start.

ORACLE weblogic Server Asseusaten Consie 1 | —
Llumrsge 4 by B} e Log (34 Profeimmay (o] g "y Wk peee por bk T ey [ L S
Wers chamgrs anad il . =
L I Pl Bt b iy, add terrwrsary £ e
driely e @ Thei Sl s
3 Caavtral

Lesct i B

[rarmn bt s

¥ Comtoraire s Lalde
Seren [Flbered - Hore Cobsrsen [ond |

Smt Mo Sunpoed ¢ Shdown - Ewaled 30 Phosang (N of § Frwvinen | F

Skaba Skabus of Lyl At

v dho [

Upon successful startup, the status of Managed servers is changed to “RUNNING”.
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6.1

6. Data Source creation and JDBC Configuration

Following are the JNDI names of those data sources used by Oracle Banking application.

jdbc/fcjCoreDS - This datasource is used by Oracle Banking Core online screen excluding branch
screens.

jdbc/fcjdevDSBranch - This datasource is used by Branch screens.

jdbc/fcjSchedulerDS - This datasource is used by Quartz scheduler.

fcjPayDS_GTXN — Datasource for Oracle Banking Payment OLTP with Global Transaction
supported to enable the transaction management by the container and also to .

fcjPayDS — Datasource used by Payment Batch operations where transaction is handled
programmatically.

Note:

jdbc/fcjdevDS should be NonXA and make use of OCI driver.
jdbc/fcjdevDSBranch and jdbc/fcjSchedulerDS should be XA

Setup Required for OCI Driver

Data sources are created with OCI enabled. For this, Oracle Instant Client is required, below
steps needs to be followed

Download Oracle Instant Client corresponding to the used Oracle DB and java (x64 or x32):

http://www.oracle.com/technetwork/database/features/instant-client/index-097480.html|

Set {ORACLE_HOME} in the environment variable.

Update the environment variable LD_LIBRARY_PATH as {ORACLE_HOME}/lib. This is to load
all the .so files.

Ensure that the ojdbc*.jar file in {WL_HOME}/server/lib/ojdbc*.jar is the same as the file
{ORACLE_HOMEY/jdbc/lib/ojdbc*.jar. This is to ensure compatibility.

Update LD_LIBRARY_PATH in StartWebLogic.sh or in setDomainEnv.sh. This must be the path
of directory where Oracle Instant Client is installed.

If you are still not able to load the .so files, then you need to update the
EXTRA_JAVA_PROPERTIES by setting Djava.library.path as {ORACLE_HOMEY}/lib in
StartWebLogic.sh or in setDomainEnv.sh.
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3) Select the Driver as “Oracle’s Driver (thin) for Instance connection: Versions: Any” and Click
on Next.
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4) Uncheck the “Supports Global Transactions” and click on Next.
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5) Enter the Database Name, Host Name, Port, User Name, Password, Confirm Password and

Click on Next.

CHFACLE Weblogio Server o biretion Consa 13c

Chanps Contar
e changen aad recinrie

W pepding chasges e, Chek the Aziease
Configusatice Lutter to when elhem b ndi

Ha doremr.
Leck & Bdb

Fadiani Corfigaaiss

Cammin Strailuie

werk Mansgen

Shartup ane Subdonr Claias
Deplayrsmis
teraies

R
Fierwt il B
« Cossbe J0HK gevers: dats 1Emimes

# Craade LLA-sascias JOOC Cais paarcar

Systam Stabis

Heantih of BErnag Tver

| Faded (8

I Critica o
Oweriasdad |1

] g 0

I

{2r Hare Leg Dl Profaranres (5] Recend halp |

. LI Ty Lie ol

Crwate » Rew MSC Dwis Sooros.

Ban | hasl | | e | Ganen

Consection Prapeiss

Cwbira Conspciion Fropmbin.
bl i The radaes Bl e chotabaset plu i if bt 1 ] D

Dalabinc Mave:

Wtk i The raes o TP sddrace of e cataba e

oot M e

Nihat iz (ke port on the extebase sarver cned bo coepact 8o tbe cetabare?

Fort:

L s B G Al R v e B it T Al e

Dalabne Weor Mawe:

Wtk in [he dababans sorvaink putosord Bs ik B meaks dabsbacs onne)

Py cwit

Conlion Pasgwarnd |

i Rrrmery of THE Dule e

Addtional Camnaction fropartin:

arsde ji DR CPFCosns clicnClass:

Bl | Rewl il Laneel

1821

Ll S E

Lty

Welcorm, mebiingic | Coorsited to. MUNSDamain

6) Replace the JDBC URL in the below format and click on Next

Default URL:

default URL to:

jdbc:oracle:thin:@<IP_Adress>:<Port>.<INSTANCE_NAME>. Change the

jdbc:oracle:oci:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOS
T=xxxxxx.com)(PORT=1521)))(CONNECT_DATA=(SERVICE_NAME=fcubs)))

Where,

Scan IP = xxxxxx.com Service Name = fcubs Port = 1521

Make sure that in URL, we make the changes to reflect oci.

Then Click on Test Configuration. The connection test should be successful.
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6.3 XA Datasource

1) Navigate to FCUBSDomain > Services - Data Sources - select New > Generic data

source.
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2) Enter the Name and JNDI Name and Click on Next.
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3) Select the Driver as “Oracle’s Driver(thin XA) for Instance connection: Versions: Any” and
Click on Next.
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5) From this step to target setting step follow as mentioned in non-xa.
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7) Similarly create all the other Datasource required for the FCUBS Application and Gateway

Deployments.
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OBPM related datasource parameter recommendation are provided in Annexure &

6.4 JDBC Parameters Tuning

Below JDBC parameters needs to updated for all the Datasources

PARAMETER

VALUE

Navigate To

Connection Reserve time out

30

Connection Pool->Advance

Test Frequency

60

Connection Pool->Advance

Inactive connection time out

30

Connection Pool->Advance

Initial Capacity

1

Connection Pool

Max capacity

Based on Site Requirement

Connection Pool

Capacity Increment

5

Connection Pool

Shrink Frequency

900

Connection Pool->Advance

Test Connection on Reserve

Checked

Connection Pool->Advance
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7. JMS Resource Creation

JMS Resource Creation involves various steps

. Persistence Store Creation

. JMS Server Creation

. JMS Module Creation

. Resource Creation: Connection Factory and Queue’s

Refer to the JIMS Cluster Configuration document for further details on JMS setup.
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8. Oracle WebLogic Load Balancing

There are four major components for load balancing:

1. HTTPS Requests (HTTPS)

2. Web Service Requests (HTTPS)
3. Rest API Requests (HTTPS)

4, JMS Requests (t3)

External Load Balancer:

First three modes can be load balanced by fronting a simple web server to virtualize the IP
address/host name to one and route the requests to the managed servers in a round robin or
weight based or any other supported algorithm. Oracle HTTP server is an example for such web
server.

JMS uses a t3 protocol and it requires load balancer which can intercept the request at level 7

(TCP level) and route the request. Example is Oracle Traffic Director (OTD). Such load balancers
can be used for first three type of requests as well.

Internal Load Balancer:

For http/s protocols, there is no production level internal load balancing support from weblogic.
This has to be handled using an external load balancer.

Weblogic supports JMS load balancing internally. For this, the client have to know the host

name/ip address and port of all the managed servers in a cluster. In all the places where the
Initial Context Provider URL is configured in OBPM application, specify the URL as:

t3://[HOST NAME 1]:[PORT 1],[HOST NAME 2]:[PORT 2]
HOST NAME — This is a DNS name of individual manager servers

PORT — Port number of individual managed servers.
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9.1

9.2

9.3

9. Frequently Asked Questions

Machine status is Unreachable.

If the machine status is unreachable, means that machine is not reachable and from console you
cannot start/stop the managed servers.

In the console, navigate through Domain structure > Machines - machinel - Monitoring >
Node Manager Status will be Unreachable

To change the status, you need to start the nodemanager on that server. Refer to start
nodemanager section on steps to start the nodemanager.

How to restart node manager?

1) Locate node manager pid using ps -ef|grep weblogic.nodemanager.javaHome
2) Change directory to $DOMAIN_HOME/bin

3) Kill the unix process using kill -9 <pid>

4) Verify that the node manager is killed by tail —f nohup.out

5) Start node manager using nohup ./startNodeManager.sh &

6) Verify nodemanager is started using tail —f nohup.out

Scaling Up Dynamic Cluster

When the capacity is insufficient and you need to scale-up, you can add dynamic servers on
demand. It requires only a few clicks.
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1) Navigate to FCUBSDomain - Environment - Clusters.
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2) Click FCUBSCluster -> Configuration-> Servers tab.
e tyen e wet izt I ————
Change Center @) Home LogOut Preferences [2d Record Help | & ‘Welcome, weblogic | Connected to: FCUBSDomain

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit
the domain.

Home >Summary of JDBC Data Sources >Summary of Clusters >Summary of Machines >MAC-1 >Summary of Machines >Summeary of Servers »Summary of Server Templites >Summary of Machines >Summary of
Clusters >FCUBSChister
Settings for FCUBSCluster

i Services | Notes
Lock & Edit
A . | General JTA Messaging Servers Replication Migration | Singleton Services = Scheduling = Overload | Health Monitoring | HTTP  Coherence

Domain Structure —
FCUBSDomain -

E-Environment This page is used to configure the servers that are assigned to this duster.

i E;:I::‘ Clusters can contain both explictly configured and dynamically created servers. The following settings are used to determine the number and characteristics for these dynamic servers.
i rs

: i—Server Templates

“—Migratable Targets
i—Coherence Clusters
i—Machines

i rVirtual Hosts

i -Work Managers

i “—Startup and Shutdown Classes
—Deployments

E-Senvices

Server Template:

3G, Spedifies the server template that is to be used to configure the dynamic
EGUR SIS Templslc v servers in this cluster. Only templates that specify this duster are valid
choices. More Info...
Maximum Number of Dynamic Servers: 1 Speifies the maximum number of dynamic servers in this duster. More
©...
5] Server Name Prefix: FCUBSMS

Spedifies the prefix to be used when naming new dynamic servers in this
duster. More Info...
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3) Change the Maximum Number of Dynamic Servers to: 8 and Click Save.

ORACLE webLogic Server Administration Console 12¢

Change Center
view changes and restarts
o pending changes exist. Click the Release
Configuration button to allow others to edit
the domain.

Lock & Edit

Release Configuration

Domain Structure

FCUBSDomain
EFEnvironment

tServers

| i -Work Managers
| “-Startup and Shutdown Classes
- Deployments

F—F'Semces
| B-Messaning

@) Home Log Out Preferences [&] Record Help ‘ Q

Hame =>Summary of JDBC Data Sources =Summary of Clusters >Summary of Machines »>MAC-1 >Summary of Machines >Summary of Servers »Summary of Server Templates =Summary of Machines >Summary of
Clusters >FCUBSCluster

Settings for FCUBSCluster
Configuration | Monitoring | Control | Deployments = Services  Notes
General | JTA | Messaging | Servers | Replication | Migration | Singleton Services | Scheduling | Owverload | Health Monitoring | HTTP | Coherence

Save

This page is used to configure the servers that are assigned to this dluster.

Clusters can contain both explictly configured and dynamically created servers, The following settings are used to determine the number and characteristics for these dynamic servers,

Server Template: Specifies the server template that is to be used to configure the dynamic
servers in this duster. Only templates that specify this cluster are valid

choices. More Info...

Info..

] Server Name Prefix:

FCUBSMSTemplate v

Specifies the prefix to be used when naming new dynamic servers in this
cluster. More Info...

FCUBSMS

4) Activate changes in the Change Center of the Weblogic Console. After activation 4 new
Dynamic Servers are added to the Dynamic Cluster.

Name % Type Machine Listen Port
FCUB5M51 Dynamic MAC-1 7101
FCUBSMS2 Dynamic MAC-2 7102
FCUBSMS3 Dynamic Mac-1 7103
FCUBSM54 Dynamic MAC-2 7104
FCUBSMS5 Dynamic Mac-1 7105
FCUBSMSE Dynamic MAC-2 7106
FCUBSMS7 Dynamic MAC-1 7107
FCUBSMS8 Dynamic MAC-2 7108

5) Start the 4 new Dynamic Servers and you have doubled you capacity.

9.4

Session Timeout

Session timeouts occur intermittently during load condition. Verify the following:

1. Clock Synchronization: Time across the nodes/machines is same.

2. Session Stickiness in load balancer: Persistence Type in load balancer should be set to
SOURCE IP and should not be cookie.
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Annexure A — Datasource Parameter Recommendations

Refer to attached document for the recommended parameter values for data sources.

PDF

OBPM-Weblogic-Rec
ommendations.pdf
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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied upon in making purchasing
decisions.

The development, release, timing, and pricing of any features or functionality described for
Oracle’s products may change and remains at the sole discretion of Oracle Corporation.
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Program agenda

1 Introduction
2 Data Source Configuration
3 JTA Configuration
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Introduction

This document is prepared for the Weblogic Server Administrators who manage and configure
the domain resources like managed server, cluster, datasource, JMS server etc.

Weblogic resources are created with a default value for each parameter. This document will only
highlight those parameter whose value must be modified other than the default value.

Note:  These are the product recommended values which work for most cases. However during
the product implementation one has to understand the product usage at site, monitor these
resource utilization to see if the recommended parameter values are working for those usages
and adjust the parameter values accordingly.
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Data Source Configuration

OBPM require two types of data sources as mentioned in the setup guide. In this section we will
list down the configuration parameter setting common for both types of datasource followed by
setting for specific datasource.

Types of datasoruce:
1. Non-XA Datasource with JTA Support
2. Non-XA Datasource without JTA Support
3. XA Datasource
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Data Source Configuration - Common Setting

____ Section | ParameterName | Value | Description

Connection Pool Initial Capacity 50 Pool will be reserved with this number of
connections once created.

Connection Pool Maximum Capacity 150 Maximum number of connections this pool
can create.
Connection Pool Minimum Capacity 50 Should be same as initial capacity. Shrinking
configuration uses this value.
Connection Pool Inactive Connection @00  Time duration for which a connection once
Timeout in use can remain idle. After this time the

connection will be release to a pool and a
thread that is using this connection will get
an exception.
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Data Source Configuration - Non-XA Datasource with JTA Support

These are the datasources ending with _GTXN, used in a OLTP flow. These configuration enable
the XA feature on the connection only when multiple resources are involved in a transaction,
thereby eliminating the XA overhead in cases where a simple connection is sufficient.

| Section | ParameterName | Value | Description

Transaction Supports Global Check Connections from this pool will be managed
Transaction by Weblogic Transaction Manager (JTA)
when this is enabled.
Transaction Logging Last Select This is an efficient option to enabled XA
Resource behavior on this connection when multiple

resources are involved in a transaction.
This connection will be the last one to get
committed in a transaction.

Connection Pool Inactive Connection 0 Disable the connection recovery at pool
Timeout level. JTA timeout will control this.
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JTA Configuration

m

Timeout seconds 900 Time duration after which the transaction
will be terminated and underneath
resources will be released back to their
respective pool.
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Thank you

Nitesh Shetty

Snr Principal Applications Engineer
Oracle, FSGBU - Payments
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